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ABSTRACT

Software-Defined Networking (SDN), which separates the control plane from the data plane and manages data
planes in a centralized way, is now considered as a future networking technology, and many researchers and
practitioners have dived into this area to devise new network applications, such new routing methods. Likewise,
network security applications could be redesigned with SDN, and some pioneers have proposed several interesting
network security applications with SDN. However, most approaches have just reimplemented some well-known
network security applications, although SDN provides many interesting features, They didn’t effectively use them.
To investigate if we can use SDN in realizing sophisticated network security applications, we have designed and
implemented an advanced network security application, Reflectornet, which redirects malicious or suspicious
network trials to other security monitoring points (e.g., honeypot). In addition, we have tested its performance
and practicability in diverse angles. Our findings and some insights will encourage other researchers to design

better or intelligent network security applications with SDN.
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Fig. 10. honeypot behavior (1) Real time log (2) Collected list (3) Collected data
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** Modified to
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Fig. 11. The reflectornet works. If the rule is matched,
the flow is going to forward to honeypot.
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