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Algorithm 1: Preudo-code for iraffic filtering

Input: xdp_md *ctx

Output: XDF_PASS or XDP_DROP
1 #1 Check 4-layer protocaol
ip_header + ctudata + sizeof{ ETH_header);
il ip_header.profocel # scip then

| return XDP_PASS;
#2 Check blacklist
il ip, port in backlist_arroaddress then

if Wocklist_arr.count = 5 then
return XDP_DROP
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9 #3 Check array is full

i i full — status_are[2];

i if lis_full then

12 Bo o #d;

1 #4 Check packet size

W packet_length + ctr.data_end - ctx.data;
15 g +— :fI'rr.’.lr.‘i_rrJ'I'lll!

1 if packet_length = avg + THRESHOLD then
i7 update Wacklist_arr.count;

15 | return XDP_PASS;

1% #3 Update array

m g o status_orr 0]

1] h*ﬂyl‘.\‘.!._ur'r'r;_r,l:Jr.!'.n] +— parcket_lengll;

12 NG 4 eI

1 status_arr + idx, avg, is_full;

24 update status_arr & length_arr;

15 returm XDP_PASS;
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Fig 3. Malicious SCTP packet filtering
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IV. Evaluation
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4.1 Test Environment

B A% 3745 Ubuntu 20.04 73w 4l 3
2 FHVE A FYHAHE F533 Master

nodedl= O-RAN SC Near-RT RICE, gNBl1

9} gNB2ol+= A4 E2 Node®t 2+4 E2 Node,
OAI-5G gNB, OAI-5G CoreE Wl Z 39 tH2].

4.2 Use Case
%+ E2 Node”’} E2 Termination®} %413}
SCTP ##l¢e] =7|& TFdrt. o]
ol E2 Node’} E2 Termination®o® HU+E
214 RIC Indication Message W&o tjn]
o] & Afel=e] SCTP w7 &

1r R -)

L
il

01:02:11.612091 IP (tos 0x2,

, proto SCTP
, proto SCTP
, proto SCTP
, proto SCTP

proto SCTP

01:02:12.612119 IP (tos Ox2,
01:02:22.629122 IP (tos 0x2,
01:02:48.612093 IP (tos 0x2,
01:02:48.612468 IP (tos Ox2,
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V. Conclusion and Future Work
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