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ABSTRACT

Containers have become the standard for delivering cloud-native services, leveraging their scalability, portability, and
resource efficiency. Simultaneously, they have become targets for various security attacks exploiting misconfigurations and
vulnerabilities, particularly in network policies. In complex cloud-native environments, manual policy management is prone to
errors, and existing research on policy generation automation has limitations in accuracy. This paper presents Kunerva+, a
highly automated intelligent network policy generation framework. It operates through an enhanced intent-based approach
using natural language processing and fine-tuned large language models, generating network policies without the need to
understand complex configurations. We have also devised a multi-stage validation process to fundamentally prevent
misconfigurations in network policy enforcement. The evaluation results show that the most improved fine-tuned LLM
achieved a 360% increase in BLEU score and 233% in ROUGE-2 score compared to the baseline model, demonstrating the
potential and effectiveness of intent-based generation.
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kind: NetworkPolicy 0 haproxy kind: NetworkPolicy
spec: 3 spec:
endpointSelector: apE:f“’.[‘.fe"?...._ endpointSelector:
matchLabels: L g '\\ Egress matchLabels:
__mje:_m.o.nmr_ * 24224/TCP app: frontend
ingress: egress.
- fromEndpoints: toEndpoints:
- matchLabels: s - matchLabels:
svc: logger , svc: logger
- toPorts: Ingress - - toPorts:
- ports: 9090/TCP - ports:
port: "9090" port: "24224"
protocol: TCP o prometheus protocol: TCP
(A) ingress-netpol role=menitor_| (B) egress-netpol

Fig. 1. The examples of two different types of
network policy enforcement scenarios.
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Fig. 2. Overall architecture and its workflow of Kunerva+ with four key components: (i) prompt

processor, (ii) policy processor, (iii) policy validator,

and (iv) policy enforcer. Additionally, our system

includes two operational phases: policy generation and policy enforcement

Table 1. The summary of the datasets for
network policies (Policy) and intent prompts
(Intent).

Type #0rigin #Total #Size
Policy 857 166,124 187.3 MB
Intent 857 50,060 93.2 MB
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Initial Intent Prompt:
Create a policy that allows incoming traffic

Entity

‘ from endpoint to nginx pod.
2 I
Classifier >

Classification A
Model

Enhancer

value: "8@"

[ Name: Name : ninxlservi:e 1Name:  mysql

| Labels: svc=webapp Labels: role=db
| containers: Type: ClusterIP
- env: IP:
- name: PORT TargetPort: 80\TCP

10.98.94.82

kind: CiliumNetworkPolicy
spec:
endpointSelector:
matchLabels:

Containers:

Generator

- name: NGINX_SERVICE ADDR

Entity: {"POLICY | {"AGTION Enhanced Intent Prompt:

Create a policy that allows
incoming traffic from endpoint to

nginx pod.

ACTION ) [ DIRECTION

Create a CiliumNetworkPolicy that allows incoming traffic from the mysql pod

svc: webapp
ingress:
fromEndpoints:
" matchLabels:
Fme-tunedéD role: db
LLM - toPorts:
- ports:

- port: "80"

labeled 'role:db' to the nginx pod labeled 'svc:webapp' over '80/TCP'.
labeled fole:dty

protocol: TCP

ENDPOINT !

| POD LABEL ((POD NAME

((POD LABEL ] (PORT/PROTOCOL )

Fig. 3. The example procedure for generating a network policy, from prompt enhancement to the use
of fine-tuned LLMs. The entities in blue dotted lines are reconfigured to entities in red solid lines.

| Input (Intent Prompts) |

Entity Classification Model
BERT /' Number Entity Tag Examplov
(Frozen, for embedding) 1 1 PoLIcY network policy
/| 2 LABEL app: nginx1
Custom C| ™ 3 POD_NAME nginx1 pod
Linear{0] 4 NAMESPACE kube-system
5 ACTION llow, deny, ...
Tanh[1] alow, deny.
- 6 TRAFFIC_DIRECTION ingress, egress
Linear[2]
Tanhi3 7 CIDR 192.168.0.0/16
E0h[S] 8 PORT 80,443
Linear{4] 9 PROTOCOL TCP, UDP, ICMP
¢ 10 ENDPOINT endpoints

‘ Output (Entities)

Fig. 4. The design of the entity classification
model for network policy-specialized NER.
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metadata: ~

name: egress-netpol CRD Validator
spec:

podSelector: Resource Validator
matchLabels:
app._cadd Property Validator

podselector:

- matchLabels: -~"| Name: caddy

db: mongodb o Namespace: default
toPorts: caddy Labels: app=caddy

- ports: - Containers:
app=cadd!
- port: "27071" ?X il Y Image: caddy:latest
protocol: 1cp' 2] Port: 27017/TCP

Invalid.yaml Pod(caddy) Info.

Fig. 5. The example of property validation for
detecting the misconfigured policy.
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Table 2. The summary of LLMs fine-tuned for
policy generation.

Name #Size | #Params
DeepSeek/Deepseek-coder-7Tb-
instruct-vl.5 (14) 14GB | 6.91B
MistralAl/Mistral-7B-Instruct 1568 | 7048

-v0.2 (15)

Google/codegemma-7b-it(16) 17GB | 8.54B
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(A-1) Initial intent prompt recognition:
Intent received. {"Intent": "Create a policy that allows inbound traffic from
adservice-59ceqcd8c-wer44 pod."}

(A-2) Information gathering:

Intent prompt NER. {"Intent.Entity":[{"tex
bound", "type" : "TRAFFIC_DIRECTION
:"adservice-59ceqcdBc-werda”, “type":

:"policy”,"type”:"POLICY"},
{"text":"allows", "type":"ACTION"},
POD_NAME"}]}

"namespace"”: "default","labels":
"containerPorts":"9555", "protocol P
"Related.Env":[{"Port":"8080", "svc.selector"

Information inference. {"Pod.Info": {"name":"frontend-4ee2d8brw-v7z25"
, "namespace”:"default", "labels":{"app":"atm-locator"}

(A-3) Intent prompt enhancement:
Prompts finalized. {"Prompts": ["Create a CiliumNetworkPolicy that allows

inbound traffic from the adservice-59ceqcd8c-werd4 pod labeled 'app:
frontend' to the frontend-4ee2d8brw-v7z25 pod labeled| ‘app: Frontendkk—

(A) The logs showing the intent prompt enhancement process

adservice-59ceqcd8c-werd4:52204 (ID:36724) -->
frontend-4ee2d8brw-v7z25:46137 (ID:63651) to-endpoint FORWARDED (TCP Flags:SYN)

(B) The network logs showing the generated policy functions as intended

Fig. 6. The results of enhanced prompting and
network log from correct policy enforcement.
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Name: checkoutservice-.. kind: NetworkPolicy
Labels: app=checkoutservice | | metadata:
Containers: name: egress-checkout
checkoutservice: spec:
Port: 5050/TCP selector: app ==
State:  Running ‘checkoutservice'
(A-1) Pod(checkout) Info. egress:
- action: Allow
protocol: TCP
source:

kind: NetworkPolicy
metadata:
name: egress-checkout
spec:
selector: app ==
' checkout'
egress:
- action: Allow
protocol: TCP
source:

Name:  email-..
Labels:  app=emailservice

Containers: endpointselector:
emailservice: “emai ice
Port: 5000/TCP destination: _Em
State: Running ports: [5600

(A-2) Pod(email) Info.
~ Step 1: Check for the Policy CRD; Identified a misconfiguration in Policy
{"validationErrors": [{"error": "Field |[endpointSelector]| is not recognized
in [calico.networkpolicies].

(D-1) Invalid policy CRD (Calico Network Policy)

~ Step 2: Check for the existence of resource; Identified a misconfiguration
in Policy {"ValidationErrors": “error":"no matching pods found in

[namespace default] with labels "
(D-2) Invalid labels
~ Step 3: Check for the existence of property; Identified a misconfiguration
in Policy {"validationErrors": [{"error":"no containers found in [namespace
default] with labels[app: roducta ge llstenmg on the|[port 5001]|with
port 5600]P

[protocol TCP].[Any need for [port 5600]|

(B) Benign.yaml!

(C) Invalid.yaml

(D-3) Invalid listening ports

Fig. 7. The results of policy validation
scenarios:  valid(B), invalid(C), and the
detection logs(D).
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Table 3. The summary of the fine-tuned LLMs performance with metrics: BLEU, ROUGE-1, ROUGE-2

and ROUGE-L.
Type Model Name BLEU ROUGE-1 ROUGE-2 | ROUGE-L

Deepseek-coder-Tb-instruct-v1.5 0.52 0.71 0.57 0.69

Baseline Mistral-7TB-Instruct-v0.2 0.10 0.34 0.15 0.29
codegemma-Tb-it 0.49 0.72 0.59 0.70
Deepseek-coder-7Tb-instruct-v1.5 0.76 0.87 0.78 0.83

Fine-tuning | Mistral-7B-Instruct-v0.2 0.46 0.57 0.50 0.54
codegemma-Tb-it 0.72 0.85 0.80 0.84
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Table 4. The summary of entity classifier
performance with metrics: Accuracy, Precision,
Recall, and F1 Score.

Classifier #Acc #Prec #Rec #F1
BERT 0.971 0.974 | 0.972 | 0.973
RoBERTa 0.961 0.968 | 0.961 0.965
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