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ABSTRACT

Serverless computing is rapidly emerging as a new paradigm in cloud computing, offering automatic scalability, cost efficiency, and
ease of operation. However, its two core characteristics—IAM-based privilege management and event-driven execution—can introduce
security vulnerabilities. In particular, complex inter-functional call relationships make serverless applications susceptible to attacks such
as privilege bypass and event trigger exploitation. Existing approaches, including static analysis and data tagging, have limitations in
real-time threat response and developer productivity in dynamic serverless environments. In this paper, we propose Bambda, a dynamic
security framework tailored for serverless environments. Bambda performs real-time function call verification through centralized logging
and automated code injection using AWS CloudWatch. By implementing a multi-step verification process that distinguishes between direct
and event-driven calls, Bambda effectively prevents bypass attacks without requiring additional security configurations from developers.
Experiments in AWS Lambda environments validate its effectiveness in defending against privilege escalation and chained function call

attacks while maintaining practical performance overhead.
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Fig. 1. The architecture of microservice and serverless application
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API Gateway
/ provider:
name: aws
A - runtime: nodejs20.x
Lambda region: ap-northeast-2
iam:
role:
Scan statements:
- Effect: Allow
Action:
S— - dynamodb: Scan
TestDB Cloud Resource: “.../[TestDB”
Platform

Fig. 2. The example of IAM role permissions in the
Lambda serverless function
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(A) Initial Serverless Function Code

module.exports = {
eventWriter: function(event, context, callback) {
return handler(event, context, api.eventwriter, callback);

h

@ f. eventWriter

}
(B) Function Code Reorganized by Bambda

module.exports = {
eventWriter: function(event, context, callback) {

Bambda
[await gs.putLog « ]
= |
Injector [const result = await lambda.invoke(p: ). ise();|
return handler(event, context, api.eventwriter, callback);

}

Fig. 5. The example of injector for recontructing lambda code
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dev-CategoryDB ©Autopreview | View table details
» Scan or query items
Expand to query or scan items.
Items returned (0) (¢} ‘ Actions ¥ Create item
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No items to display.

Create item ‘

(A) Status of the Categories DB after the attack

2024-09-10T07:37:20.884Z 2a331c4c-5b3c-4783-b5e1-67265545624c INFO
Extracted Func Name: hello-retail-product-catalog-api-dev-categories,

2024-09-10T07:37:20.884Z 2a331c4c-5b3c-4783-b5el-67265545624¢ INFO
Comparing the invoked Func Name: hello-retail-product-catalog-api-dev-
categories,

2024-09-10T07:37:20.884Z 2a331c4c-5b3c-4783-b5e1-67265545624c  INFO
No conflict: The invoked Func Name "hello-retail-product-catalog-api-dev_

categories,” is not in the permissedFunc list.

(B) The Result of the Bypass Attack Prevention

Fig. 7. The results of evasion attacks in a serverless
application with the bambda system
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(A) Comparison of Lambda Duration in Cold Start
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Fig. 8. The results of execution in serverless application with
and without the bambda system applied
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