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Algorithm 1: Pseudo-code for traffic filtering

01:02:08.612081 IP (tos 0x2,ECT(@), proto SCTP

. % )
Input: xdp_md *ctx |P Header7|— SCTP L= & :E'_—'% Packet Capture and Drop Comparison 01:02:09.612098 IP (tos 0x2,ECT(0), proto SCTP (132),
Output: XDP_PASS or XDP_DROP 01:02:10.612129 IP (tos 0x2,ECT(@), proto SCTP (132),

( (132),

z z

2= oFO m o 1 S CAptured Packeis 01:02:11.612091 IP (tos @x2,ECT(@), proto SCTP (132),
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01:02:12.612119 IP (tos 0x2,ECT , proto SCTP (132),
. . 01:02:22.629122 IP (tos 0x2,ECT(@), proto SCTP (132),
1p_header < ctx.data + sizeof(ETH_header); ATl B S proto )
if ©p_header.protocol # sctp then o . 01:02:48.612468 IP

tos Ox2,ECT , proto SCTP
L r_eturn XDP_PASS: IP Port |:|-|27|. blaCk“StO'” _ 01:02:49.612125 IP

#2 Check blacklist EE[0 /L count’t 5 e 240 2 OIS mjZlo| MAN™MO Z
L ] . . . o

if ip, port in blacklist_arr.address then O‘ )é |- O‘ EII_=| _|_|_H 7| < DROP ?zl-ll X-l El Xl IC_DJ- 8

L if blacklist_arr.count > 5 then

| return XDP_DROP 2024/11/05 04:19:51 Waiting for events..

7} 7F= KX 2024/11/05 04:20:22 [INFO] Malicious Address Banned!
9 #3 Check array is full Status Array |_ |__' |- ‘ | Size : 1374

10 ©s_full < status_arr[2]; (BI'%IC O H (EH ZJ A"O‘ AN O‘ Source : 163.0.17.172:46758
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13 #4 Check packet size Sources X|' J
14 packet_length < ctx.data_end - ctx.data;

15 avg < status_arr[l]; 1 ol 37|7F @lAHZIHELC 3
16 if packet_length > avg + THRESHOLD then % . ‘ |_ AD 7:” HA A L )
17 L update blacklist_arr.count; balcklist_a rrO'H -I countix=

18 return XDP_PASS; %E‘ al ﬂHﬁ
19 #5 Update array

20 idx < status_arr|0]; — —
21 length_arraylidz] < packet_length,; AH == O-I = X_l AI’ 'U'H A O‘

. o
2 avg « new_avg; ﬁIEE status arrayO U=
23 status_arr < idzx, avg, is_full; Jt‘ Al El'

24 update status_arr & length_arr; -

25 return XDP_PASS;
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